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Cybersecurity Incidents

CYBERSECURITY SUMMARY

Of respondents to the quarterly incident
5 /0 survey reported at least one cybersecurity

incident during the reporting period.
Notable details of anonymized reports are
presented below.

Top Types of Cyber Incidents Reported

B 7% involved Industrial Control (3]
Systems /I \

B 7% involved third party vendors e\\ /
and/or impersonation attacks efa

B Ransomware was the most
significant incident type.
Although no WaterISAC members
reported ransomware attacks this
guarter, reports from partners and
open-source research indicate that
ransomware remained the most significant
incident type, accounting for over half (51.7%) of
all reported incidents.
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INCIDENT REPORT SUMMARY

Most notable cyber incidents or activity for
the reporting period:

A In April, hacktivists breached the operational
controls of the Risevatnet Dam in Norway
by exploiting a weak password. They
manipulated the water flow for four hours
before being detected. This incident, and
others, underscores increasing threat actor
interest in dams as modernization and legacy
technology continue to expose cybersecurity
vulnerabilities.

A n May, a pro-Russia hacktivist group called
Sector 16 claimed to compromise a major
Canadian utility’'s OT systems, posting alleged
evidence online. Researchers link Sector 16 to
Z-Pentest, a group known for targeting water
and wastewater utilities in Europe and North
America.

A n May, a large combined utility detected
LummacC2 malware on its IT network. While
the impact was limited, the utility collaborated
with public and private partners to remove
remnants and identify the access vector.
LummacC2 is a sophisticated infostealer known
for evading modern defenses.

Physical Security Incidents

PHYSICAL SECURITY SUMMARY

Of respondents reported at least one
20 /O physical security incident during the

reporting period.

B Sabotage/tampering incidents
represented the largest incident
category this quarter, with some
incidents leading to a complete loss of
utility services.
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B Theft - multiple cases of employee
insider threats stealing from their
utility.

B Impersonation - two instances of .

assailants posing as utility employees

to steal from utility customers.
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Most notable incidents or activity reported
this quarter:

A A sabotage/tampering incident where an
assailant vandalized seven wastewater lift
stations, disrupting communications between
the affected lift stations and the central
wastewater treatment plant. The assailant
reportedly randomly targeted the lift stations
for the sake of causing destruction.

A A series of sabotage/tampering incidents
at a very large combined utility in Australia
resulted in extensive damage to its
infrastructure assets, severely disrupting vital
water and wastewater services. The thefts and
acts of vandalism caused more than $1 million
worth of damage.

A Several instances of suspicious drone
overflights over water infrastructure sites,
including one involving a large, commercial-
sized drone hovering over a treatment facility,
potentially being used to conduct pre-
operational surveillance.


https://www.waterisac.org/tlpclear-threat-actors-breach-norwegian-dam-cause-valve-open-full-capacity
https://cyble.com/blog/dark-web-activity-new-hacktivist-group-emerges/?__hstc=202258190.f9c9a587659da4465864f2ce1eb8a75f.1738677294503.1738677294503.1738677294503.1&__hssc=202258190.1.1738677294503&__hsfp=7561551
https://www.waterisac.org/tlpamber-hacktivist-activity-in-the-water-sector-forescout-honeypot-catches-russian-hacktivists-claiming-the-compromise-of-decoy-water-treatment-plant
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141b

