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12 Cybersecurity
Fundamentals for Water
and Wastewater Utilities

Recommended Practices to Reduce Exploitable Weaknesses

and Consequences of Attacks

Fundamental 1 | Plan for Incidents, Emergencies, and Disasters

Fundamental 2 | Minimize Control System Exposure
Fundamental 3 | Create a Cyber Secure Culture and Protect from Insider Risks
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