
BUSINESS EMAIL COMPROMISE 

In this sophisticated scam, criminals 

use fraudulent emails that appear to 

come from a known and trusted 

source to target organizations that 

make or receive financial transactions. 

'9 
IDENTIFY

Learn about specific email 

scams and what to look for. 

0
PROTECT 

Learn how to protect your 

organization and yourself. 

0
REACT 

Learn what to do if your 

organization falls victim 

to an email scam. 

EPA OIG HOTLINE 

The U.S. EPA Office of Inspector 

General is issuing a fraud alert 

to highlight this increasingly 

common and costly form of 

cybercrime. 

LEARN MORE 

If the business email compromise relates to a program or operation of 

the EPA or U.S. Chemical Safety and Hazard Investigation Board, 

report the incident to the EPA OIG Hotline at OIG.Hotline@epa.gov. 
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