
Collect, Detect, 
Respond

A SIEM built for threat intelligence



Who is Perch?
What is Perch?

• Managed Threat Detection & Response

• SIEM

• SOC as a Service

Powered by Industry Specific Threat Intelligence

• OT and ICS Specific Threats

• Powered by industry specific threat intelligence:

• OT and ICS specific threats

• Highly curated intelligence from reputable sources 
like DHS

Executive team: 

Threat intelligence pioneers and security experts

Partnerships:

MM, FS, H, Water, MTS, and Retail ISACs

Multiple ISAOs (MPS, CU)

Rapid platform adoption: 

Thousands of customers over 1 million endpoints secured



• Get true security monitoring 24x7x365 for all sources of data 
anywhere they exist [especially critical during pandemic]

• Solve for cloud-based threats like account takeovers, data leaks, and 
access monitoring

• Maintain full threat visibility across IT and OT environments

• Augment your own SOC in tier 1 triage of threat detection

Things You Can Do With Perch



Perch 
SIEM

Monitors log and network traffic
for signs of threat activity

Threat
Intelligence

Provides intel on
known threats

Perch SOC

Perch
Web App

See and interact with Perch and 
SOC as much (or little) as you 

wish

Certified threat analysts do the 
heavy lifting for users — act 

alone or with your analysts (co-
managed)

Cloud
Integrations
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whoami

Paul Scott (Director of Threat Research aka 
Perch Labs)

• Certs
• GWAPT

• Advanced GWAPT

• GSLC

• GPEN

• Hats
• Threat Analyst

• Threat Hunter

• Threat Researcher

• Intel Analyst

• Exploit Developer

• Manager

Security Content
• Turn intel into IDS signatures and SIEM rules

Automation
• Help the SOC analyze alerts 

Research
• Find new techniques, discover campaigns, 

analyze malware, and document findings

• Sandbox detonation

• Honeynet lure

Intelligence
• Threat hunt in customer data with open 

source intel and sandbox data



Threat Landscape

Threaty threat stats

• 110,494 total alerts triaged

• 434 unique alerts triaged

• Escalation trends 
• pups, adware, trojans, unauthorized 

remote-control software, malicious psexec
service installation, bitcoin miners, 
unauthorized data exfil to dropbox, pentests

• 17 Perch+Water ISAC organizations

Topics

• How do Water threats compare to 
everyone else?

• Talking about Top Trojans

• Where are these Exploit attempts coming 
from?



Top 20 Alerts Triaged For Water



Top 20 Alerts



Trojan IoCs



Exploit IoCs



Guess who’s back?

Emotet



Recent Emotet Timeline

Spam returns

Sabotage



Hack Back?



Emotet -> Ryuk Ransomware



Ransomware Leaks



2020 Predictions  
from the Perch  
CISO’s Perch

As  we discussed in this report,  ransomware isn’t 
the threat; it’s the end  result. What happens 
when an MSP  successfully recovers from a  
ransomware  attack? Recall how the majority of 
these  attacks occur: the threat actor gains full  
access to the MSP network including the  RMM. 
Because they have full access, the  threat actor 
can do anything they wish.
Ransomware just happens to be the  most 
lucrative way to use that access.

As  MSPs  grow more resilient against  ransomware 
attacks, we certainly won’t  see bad guys give up. 
They’l l shift to  something else. We predict that 
old- school data exfiltration of the mid- 2000’s 
wil l pick up again. When MSPs   refuse to pay the 
ransom, threat actors,  who have full access to all 
data, will  honor their threat and release that 

data.  MSPs should think through all possible  
outcomes and include data exfiltration in  their 
BCP planning.

On January 22, 2020, the actor UNKN  aka 
Unknown, an operator of REvil aka  Sodinokibi, 
Sodin ransomware, offered  to sell more than 

50 GB of fi les from  an alleged victim. The sale 
included  “drawings and data of employees and  
customers.” The actor further stated,
“the data that nobody buys will be made  public 
for free.” The actor threatened to  publish the 
data in seven days.

They’re going to extort you  
as well as ransom you.
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Ransomware Leaks
21.5%29.4% 6.1% 2.8%

Sodinokib i
• Sodinokib i (aka Sodin or REvil)  is offered  

by PINCHY SPIDER in a Ransomware-as-

a-Service (RaaS) model, so it  is delivered  

by aff iliates through a variety of at tack  

vectors.

• PINCHY SPIDER launched Sodinokib i right   

before the ret irement  of GandCrab RaaS.

• Sodinokib i ransomware was first  observed  

in April 20 19 in a campaign exploit ing  

web applicat ion vulnerabilit ies in Oracle  

WebLogic servers (CVE-20 19-2725)

• A Sodinokib i ransomware campaign was  

also observed spreading via malvert ising  

that  leads to the RIG exploit  kit . The  

at tacks were done through advert isements  

on ad networks that  redirected users to  

t he browser exploit  kit  based on certain  

condit ions.

• PINCHY SPIDER aff iliates start ing heavily  

target ing MSPs for Buffalo Jumps w ith  

Sodinokini after the success of GandCrab  

ransomware in February 20 19.

* Average ransomware demand

Ryuk
• Ryuk Ransomware was developed by GRIM  

SPIDER as an evolut ion of t he commodity  

North Korean ransomware, Hermes.

• In late 20 18, Ryuk burst  onto the  

ransomware scene w ith a slew  of at tacks  

on American news publicat ions as well as  

government organizat ions.

• Targeted systems were first  infected w ith  

malicious emails containing Emotet  or  

TrickBot , two informat ion stealing Trojans.  

Once a system is infected and flagged as a  

good target  for ransomware, it  is infected  

w ith Ryuk.

• Ryuk ransomware outbreaks show  

coord inat ion between associated threat   

actor groups like MUMMY SPIDER,  

W IZARD SPIDER, INDRIK SPIDER, and  

LUNAR SPIDER

* Average ransomware demand

DoppelPaymer
• DoppelPaymer was created by INDRIK  

SPIDER as an evolut ion of BitPaymer for  

Big Game Hunt ing mid 20 19.

• Between May and September 20 19,  

mult ip le cases were reported involving  

malware infect ion via fake browser  

updates. At tackers are compromising  

websites w ith fake browser updates. The  

fake updates appear as JavaScript  alert s  

and ent ice the user to “update”  in order  

to keep their browser running “smoothly  

and securely.”  Then a malicious script  is  

launched that  collects informat ion about   

t he host  computer and sends it  back to  

t he at tacker ’s C2 server. The server then  

installs malware like Dridex and laterally  

spreads ransomware throughout a

compromised organizat ion’s network using  

PSExec.

• DoppelPaymer has also bought dist ribut ion

through Emotet show ing coordinat ion w ith

MUMMY SPIDER.

* Average ransomware demand

Snatch
• Snatch Ransomware created by TOOTHY  

MAGPIE aka BulletToothTony and has been  

act ive since December 20 18.

• Snatch offers a Ransomware-as-a-Service  

plat form and is recruit ing affiliates familiar  

w ith experience compromising RDP, VNC,  

and SSH services.

• In December 20 19, Snatch was observed  

reboot ing computers into “safe mode”  to  

bypass securit y solut ions and encrypt files  

once the system loads.

• TOOTHY MAGPIE affiliates are known for  

ut ilizing legit imate tools includ ing Process  

Hacker, IObit  Uninstaller, PowerTool,  

PsExec, and Advanced Port Scanner.

* Average ransomware demand

$71,0 62
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$779,855

$10 2,345

$19,50 0



CL0P

TA505 adopted Clop Ransomware as their final payload of choice 
after compromising a network,” -
https://www.bleepingcomputer.com/news/security/clop-
ransomware-now-kills-windows-10-apps-and-3rd-party-tools/

TA505, the name given by Proofpoint, has been in the 
cybercrime business for at least four years. This is the group behind 
the infamous Dridex banking trojan and Locky ransomware, 
delivered through malicious email campaigns via Necurs botnet. 
Other malware associated with TA505 include Philadelphia 
and GlobeImposter ransomware families.

“Looking at the Clop ransom note, it shares TTPs with 
other ransomware families; e.g. it mimics the Ryuk ransomware and 
contains similarities with BitPaymer, however the code and functions 
are quite different between them.” – McAffee

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/clop-
ransomware/



go.perchsecurity.com/share



A Member’s Perspective

Barry Blanchard, IT Manager of Onondaga County Water Authority



Change from: 

How do you know?

To:

Now you know!

Barry Blanchard
IT Manager



Microsoft 
releases 
Security 
Updates

Microsoft Releases Security Updates for Windows 10, Windows 
Server

Microsoft has released security updates to address vulnerabilities in 
Windows 10 and Windows Server. These vulnerabilities could allow a 
remote attacker to take control of an affected system. CISA 
encourages users and administrators to review the Microsoft 
security advisories for CVE-2020-1425 and CVE-2020-1457 and apply 
the necessary updated. Read the advisory at CISA.



WaterISAC
sends an 
email

Microsoft Releases Security Updates for Windows 10, 
Windows Server

Microsoft has released security updates to address 
vulnerabilities in Windows 10 and Windows Server. These 
vulnerabilities could allow a remote attacker to take control 
of an affected system. CISA encourages users and 
administrators to review the Microsoft security advisories 
for CVE-2020-1425 and CVE-2020-1457 and apply the 
necessary updates. Read the advisory at CISA.



Perch Threat 
Indicators are 
already in 
place



An Alert is 
triggered if a 
threat is 
identified.



A recent 
notification

WaterISAC Members:

The U.S. Department of Homeland Security Cybersecurity 

and Infrastructure Security Agency (CISA) and the National 

Security Agency (NSA) have published a joint 

alert recommending critical infrastructure owners and 
operators take immediate steps to reduce exposure of 

operational technology (OT) and control systems at this time 

of heightened geopolitical tensions. While not identifying 

specific nation states or recent events, the alert states that 

civilian infrastructure makes attractive targets for foreign 
powers attempting to do harm to U.S. interests or retaliate 
for perceived U.S. aggression.



Perch allows 
us to create 
our own 
alerts



The Perch 
SOC reviews 
alerts to 
verify

After manual investigation, nothing appears malicious or 

unusual with the traffic. This is an INFO/Policy based alert, 

used for insight and context in the environment. If you have 

any questions or comments on this remediation, please 
contact us at soc@perchsecurity.com.



Want to try Perch?

Go.perchsecurity.com/share


