
WATER SECTOR MONTHLY CYBER THREAT BRIEFING

April 26, 2023

Water Information Sharing

and Analysis Center



• This webinar is being recorded.

• The recording and slide deck will be available by tomorrow at 
waterisac.org/webcasts.

• There will be a Q&A session.

HOUSEKEEPING



PRESENTER

• Brandon Carter, Cybersecurity Analyst at the EPA Water 
Infrastructure and Cyber Resilience Division



CYBERSECURITY UPDATES

• Threats and Vulnerabilities

• Reports

• Tips and Resources

• Analyst Spotlight



THREATS AND VULNERABILITIES

• Israeli Water Infrastructure Attack Disrupts Wastewater 
Treatment and Agricultural Systems (Read more)

• Supply Chain Compromise Against 3CXDesktopApp (Read 
more)

• North Korean X_Trader Supply Chain Attack Targets Energy, Financial 
Sector (Read more)

• Iranian Threat Actor Mint Sandstorm Increasingly Targeting US 
Critical Infrastructure In 2023 (Read more)

• APT Actors Compromise Router Configurations (Read more)

• Joint Cybersecurity Advisory Highlights Continued Risk Posed 
by Devices Left Unpatched (Read more)

https://www.waterisac.org/portal/incident-awareness-%E2%80%93-israeli-water-infrastructure-attack-disrupts-wastewater-treatment-and
https://www.waterisac.org/portal/threat-awareness-%E2%80%93-supply-chain-compromise-against-3cxdesktopapp
https://www.waterisac.org/portal/threat-awareness-%E2%80%93-supply-chain-compromise-against-3cxdesktopapp
https://www.waterisac.org/portal/supply-chain-threat-awareness-%E2%80%93-north-korean-xtrader-supply-chain-attack-targets-energy
https://www.waterisac.org/portal/threat-awareness-%E2%80%93-iranian-threat-actor-mint-sandstorm-increasingly-targeting-us-critical
https://www.waterisac.org/portal/network-defense-%E2%80%93-apt-actors-compromise-router-configurations
https://www.waterisac.org/portal/joint-cybersecurity-advisory-highlights-continued-risk-posed-devices-left-unpatched


THREATS AND VULNERABILITIES

• Phishing Attacks Becoming More Sophisticated and 
Widespread (Read more)

• Zero-Days Increase in Popularity for Ransomware Groups 
(Read more)

• DDoS Attacks Impacting Multiple Critical Infrastructure Sectors 
(Read more)

• Microsoft Will Begin Blocking Dangerous Extensions in 
OneNote (Read more)

https://www.waterisac.org/portal/threat-awareness-%E2%80%93-phishing-attacks-becoming-more-sophisticated-and-widespread
https://www.waterisac.org/portal/security-awareness-%E2%80%93-zero-days-increase-popularity-ransomware-groups
https://www.waterisac.org/portal/ddos-attacks-impacting-multiple-critical-infrastructure-sectors
https://www.waterisac.org/portal/cyber-resilience-%E2%80%93-microsoft-will-begin-blocking-dangerous-extensions-onenote


REPORTS

• Dragos’s Most Recent Industrial Ransomware Analysis Highlights 
Rising Threat to Industrial Systems (Read more)

• DHS Report on Initial Access Tactics of Malicious Cyber Actors 
(Read more)

https://www.waterisac.org/portal/icsot-ransomware-awareness-%E2%80%93-dragos%E2%80%99s-most-recent-industrial-ransomware-analysis-highlights
https://www.waterisac.org/portal/dhs-report-initial-access-tactics-malicious-cyber-actors


TIPS AND RESOURCES

• CISA Announces Plans to Establish Logging Made Easy Service 
(Read more)

• CISA Publishes Updated Guidance Documents on Software Bill of 
Materials (SBOM) and Trusted Internet Connections (Read more)

• U.K. Cyber Centre Publishes Cybersecurity Toolkit for Boards (Read 
more)

• CISA’s New Tool Helps Discover Mischief and Misconfigurations in 
Microsoft Environments (Read more)

• Identity and Access Management Best Practices Document 
Released by CISA/NSA (Read more)

• Canadian Centre for Cyber Security – Preparedness, Resilience, 
and Security Awareness Resources (Read more)

https://www.waterisac.org/portal/cyber-resilience-%E2%80%93-cisa-announces-plans-establish-logging-made-easy-service
https://www.waterisac.org/portal/cyber-resilience-%E2%80%93-cisa-publishes-updated-guidance-documents-software-bill-materials-sbom-and
https://www.waterisac.org/portal/cyber-resilience-%E2%80%93-uk-cyber-centre-publishes-cybersecurity-toolkit-boards
https://www.waterisac.org/portal/cyber-resilience-%E2%80%93-uk-cyber-centre-publishes-cybersecurity-toolkit-boards
https://www.waterisac.org/portal/cyber-resilience-%E2%80%93-cisa%E2%80%99s-new-tool-helps-discover-mischief-and-misconfigurations-microsoft
https://www.waterisac.org/portal/cyber-resilience-%E2%80%93-identity-and-access-management-best-practices-document-released-cisansa
https://www.waterisac.org/portal/canadian-centre-cyber-security-%E2%80%93-preparedness-resilience-and-security-awareness-resources


ANALYST SPOTLIGHT

• Joint Cybersecurity Advisory Highlights Continued Risk Posed by 
Devices Left Unpatched (Read more)

https://www.waterisac.org/portal/joint-cybersecurity-advisory-highlights-continued-risk-posed-devices-left-unpatched


UPCOMING WATERISAC EVENTS

• Water Sector Natural Disaster Threat Web Briefing
• 2023 Hurricane Season Preparedness

• Wednesday, May 3, 2023, 11:00 AM ET

• Water Sector Cyber Threat Web Briefing
• Wednesday, May 24, 2023, 2:00 – 3:00 PM ET

• Register for all of these events via WaterISAC’s Events 
webpage: https://www.waterisac.org/events

https://www.waterisac.org/events


THANK YOU

WaterISAC Contact Information:

1-866-H2O-ISAC

Tom Dobbins

Executive Director

dobbins@waterisac.org

Charles Egli

Preparedness and Response Director

egli@waterisac.org

Alec Davison

All-Hazards Risk Analyst

davison@waterisac.org

Kaitlyn Palatucci

Membership Engagement Director

palatucci@waterisac.org

Jennifer Lyn Walker

Infrastructure Cyber Defense Director

walker@waterisac.org

Andrew Hildick-Smith

OT Security Lead

hildick-smith@waterisac.org

WWW.WATERISAC.ORG
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