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Delaware Information & Analysis Center 

July 26, 2018 

SLTT Governments Receiving Suspicious Envelopes with Malware Infected CDs 

Summary 
The Delaware Information and Analysis Center (DIAC) is providing the following information for situational 
awareness.  On 07/26/18, the Multi-State Information and Analysis Center (MS-ISAC) advised that several state, 
local, tribal, and territorial (SLTT) governments reported receiving suspicious envelopes, which contained 
malware infected CDs that originated from China.  To date State Archives, State Historical Societies, and State 
Departments of Cultural Affairs offices in several states (Delaware included) reported having all received 
letters addressed specifically to that agency.  Key identifiable features of the package include: 

 Chinese postmarked envelope

 Confusingly worded typed letter with occasional Chinese characters

 SOCKO brand CD-Rs contained in the envelope

Images of the letter, CD, and envelopes are attached. 

Preliminary analysis of the CDs indicate that they contained Mandarin language word (.doc) files, some of 
which may contain Visual Basic Scripts (VB Script).  VB Script is based in part on Microsoft’s programming 
language, Visual Basic.  This is used to give functionality and interaction to web pages. 

Recommendations 
If any agency receives one of these letters, please report it to DIAC.  Do not insert the CD into a government 
computer.  If you believe that the CD may have been inserted into a government system: 

 Isolate the machine from the network and begin initial triage;

 Contact MS-ISAC CERT for assistance at 1-866-787-4722, or by email at SOC@msisac.org.

DIAC recommends state and local agencies and mail handlers to be on the look out for, and report these envelopes 
to DIAC at diac@state.de.us 

Source 
MS-ISAC 

TLP:  GREEN 

Recipients may share TLP:  GREEN information with peers and partner organizations within their sector 
or community, but not via publicly accessible channels.  Information in this category can be circulated 
widely within a particular community.  TLP:  GREEN information may not be released outside of the 
community. http://www.us-cert.gov/tlp 
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