
 

 

Resources Document 

 

U.S. Environmental Protection Agency 

• Water Security Division Website 
• Water Quality Surveillance and Response System Program 
• Guidance for Designing Communications Systems for Water Quality Surveillance and Response 

Systems 
• Vulnerability Self-Assessment Tool 2.0 
• Baseline Information on Malevolent Acts for Community Water Systems 
• Incident Action Checklists 

 
Water Information Sharing and Analysis Center (WaterISAC) 

• WaterISAC website 
• WaterISAC Resource Center 
• 15 Cybersecurity Fundamentals for Water and Wastewater Utilities 
• Drinking Water System Risk Assessments and Emergency Response Plans Required Under 

America’s Water Infrastructure Act (AWIA) 
• How to Develop an Emergency Response Plan: Part 1 (webinar presentation and recording) 
• Confidential Incident Reporting Form 

 
Association of Metropolitan Water Agencies (AMWA) 

• AMWA website 
• Sustainability and Security Report 

 
National Institute of Standards and Technology (NIST) 

• Framework for Improving Critical Infrastructure Cybersecurity 
 

 

 
 
 

 

https://www.epa.gov/waterresilience
https://www.epa.gov/waterqualitysurveillance
https://www.epa.gov/sites/production/files/2016-09/documents/srs_communications_guidance_081016.pdf
https://www.epa.gov/sites/production/files/2016-09/documents/srs_communications_guidance_081016.pdf
https://vsat.epa.gov/vsat/
https://www.epa.gov/sites/production/files/2019-07/documents/baseline_information_malevolent_acts_508_072519.pdf
https://www.epa.gov/waterutilityresponse/incident-action-checklists-water-utilities
https://www.waterisac.org/
https://www.waterisac.org/resources
https://www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28WaterISAC%29.pdf
https://www.waterisac.org/portal/drinking-water-system-risk-assessments-and-emergency-response-plans-required-under-americas
https://www.waterisac.org/portal/drinking-water-system-risk-assessments-and-emergency-response-plans-required-under-americas
https://www.waterisac.org/portal/april-29-2020-how-develop-emergency-response-plan-part-1
https://www.waterisac.org/report-incident
https://www.amwa.net/
https://www.amwa.net/sustainability-security-report
https://www.nist.gov/cyberframework

