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About WaterlSAC
e Whatisan ISAC?

* Nonprofit, est. 2002

* Mission: To help water sector utilities
reduce risks from cybersecurity,
physical security and natural disasters

e Members: Utilities and state and
federal government in U.S., Canada,
Australia and New Zealand.
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Services for Members
* Threat advisoriesand analysis
e Best practices and tools
* Searchable chem/bio databases
* Access to SMEs
e 24/7
e Shared via portal, e-mail, webinars

* 30-day Free Trial Membership
available.
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How to Ask a Question

Type and send ==

File Wiew Help &~ =02 %
= Audio 3
@ Telephone
O Mic & Speakers
Dial: +1
Access Code: TN
Audio PIN: I8

If you're already on the call, press #0003 now.
(and additicnal numbers ...}
Problem dialing in?

= Questions 3}

[Enter a question for staff]
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National Association of Wc:’rer

Companies (NAWC)

*  NAWC is the voice of the regulated water industry
Safety, Security & Environmental Committee

* The mission of the NAWC Safety, Security & Environmental Committee is to
ensure that NAWC effectively conveys the leadership and proven compliance
track record of regulated water and wastewater utilities as well as their
exemplary performance in exceeding the industry’s voluntary standards.

* Share best practices and insights regarding how to improve their own records for
safety, physical and cyber security, public health and environmental compliance

* Develops and cosponsors industry-wide webinars in partnership with WaterISAC
that focus on relevant safety, security or environmental issues of significance to
drinking water and wastewater utilities.

=

National Association
of Water Companies
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Presenters

= Kendra Rose, CORIX Group of Companies (moderator)

= Jim Wollbrinck, San Jose Water

= Justin Cochran, California Energy Commission

= Ryan Hanretty, California Fuels and Convenience Alliance
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Challenge In Response and
Recovery

 Fuel  Power

* Parts e Telecomm

* Transportation < Food/Shelter
* Coordination



Water and Fuel Nexus

* No Cal — Martinez refinery

* Total water consumption — a little more than 3 billion
ﬁfllons a year (BGY). Only about 2% is from well water,
e rest is purchased from Contra Costa.

* So Cal — Carson refinery

 Total Water — a little less than 4.8 BGY. 1.3 BGY is well
water and a little less than 1.6 BGY is reclaimed water
from West Basin. 1.9 BGY is purchased from the CA
water service company.

* So Cal — Wilmington refinery

 Total Water — about 1.9 BGY per year. Going forward we
hope to get about 1.5 BGY from well water and the
balance purchased from LADWP.

sjwater.com



Key Components

sjiwater.com13
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CalWARN 3.0 Vision

Create model for

other WARN
state programs to WARN
begin and Members Admin
cqllaborate on Users
Member & s a Manage Registries & Data: Orgs, People,
Users ﬁdfoh’w Assets, Docs, Content, Events, etc.
< WARN
Dashboard [N > Rapid Alert
m Notification
Campaigns \
| Agencies " Contacts " Resources / Typing ” Document | | Content | \ g
| Credentials / IDs | | Event | | New Apps / Benefits | @
OTHER GOALS [\
Enhanced Daily Use Tools for all Member Agencies @
* Expand membership benefits / value to smaller agencies
* Enhance interactive feedback / response in emergencies N“aqce for
* Credentialing key skills to improve mutual-aid response )( \.ommunlty Mass Notify by:
* Real-time Situation Awareness via Mobile & Maps )o.u“ong Email = (HTML and Plain Text)

Middleware / Data Exchange

- EHIB f \

UCDAVIS

Drinking Water Systems
Geographic Boundary Data

ror e ENVIRONMENT

Text=(SMS Text & True Text)
Voice Broadcast = (Landline, VOIP &

Cell)

Voice Response = (Q&A Survey)
Pager = (SMS/Email Page & Dial

Service)

Fax = (Agency Fax via Phone Service)
Mobile App = (text, email and voice

INFORMATION CENTER(,)
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Existing and Potential Communities of Interest

Transportation Sector Communications Sector

Water Sector (Cal WARN & CWA) \ f
= Power / Fuel Sectors

InfoXchange

Local, State, Tribal Government / Emergency
Management Sectors
(Alameda County Op Area)

’ Healthcare /

Scientific /Engineering Sector Public Health Sector
(Santa Clara Valley Emergency

(CA Science & Engineering Community) \ Preparedness HC)

Profits)

Private Sector
(Businesses & Non- 1

17
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The Great Mutual Assistance
Network

\Conloml_a Earthquake
Clearinghouse
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Contact

Jim Wollbrinck

Manager of Security and Business Resiliency
408-279-7804

jim.wollbrinck@sjwater.com

www.sjwater.com

sjiwater.com
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California Energy Commission’s
Emergency Support Role -
Fuel Set Aside Program

Emergency Fuel Planning Webinar
2018

Justin Cochran, Ph.D.
Nuclear Policy Advisor &
Emergency Coordinator

California Energy Commission
Justin.Cochran@energy.ca.gov

-Energy Commission



PADD 5 — Western States Isolated

Seattle » ez _ California market isolated by
Ports of Seattle/Tacoma A=2 poxane . . .
. time & distance from alternative
A Y s From PADD 4 )
(Barge) by sources of re-supply during
Vancouver (WA) e . unpla.nne.d refinery outag.es. '
Portiand r ®* Pipelines connect California
J refining centers to Nevada &
Product Supply — PADD 5 Eugene 3 Arizona receiving distribution
(West Coast) From PADD 4 t inal
® = Buk Terminal erminals
® = Refining center ® California transportation fuel
O = Refinery “infrastructure” consists of
— = Product Pipeline interconnected assets
—> = Product Flows Sacramento e = Refineries
i L e u . .
= Urban Areas (o) = Marine terminals
San Francisco Las From PADD 4 Pipeli
Ports of San Francisco/Oakland v as Ipelines
AR . = Storage tanks
fiel . .
B ————\ *= Transportation (Rail &
(Barge) Phoemx Truck)
Los Angeles From PADD 3
Ports of Long Beach/lLos Angeles Y =
1,2,3,4,56,7,89 San Dl . \
Source: U.S, Energy Informabon Administration, ela

-Energy Commission 22



Petroleum Interdependencies

* C(California refineries depend on various outside services to sustain

operations
o Source water for process steam
o Wastewater discharge handling requirements
o Natural gas to augment still gas fuel production
o Hydrogen from merchant producers
o Acid deliveries for operation of alkylation facilities

* Retail fuel stations provide majority of gasoline and diesel fuel to
the private sector — need electricity & telecom

* Road, Rail, Pipeline, and Port damage disrupt transportation
corridors

Catastrophic Event = Abnormal Operations
Production, Distribution, Dependent Supply Chains, and
Supporting Infrastructure Disrupted or Broken!

-fornia Energy Commission 23



Simplified State Emergency Response
Operations Timeline

First 12 — 24 Hours

I PHASE{ M =  Assess damage
= Phase 2A PhaseC = [dentify sector
operations 7| Activation/ | Deployment ‘Sustainec impacts
Steady State immediate & Respon: f
Response | Employment | = Identify
3 Stand up [ mitigation
Local, Tribal, Establish
c;t 'n a eoc/soc/ || IOF & 1CS Convertto JFO : Permanent .
- RRCC/NRCC |i i jonof actions
Federal, and A " restorationo . .
Nongovernm | Mass & stage | Mass, stage J| Supportlocal 1) infrastructure, ®  Communication
artal resources 1| & deploy jurisdictions housing and &C dinati
organizations ! resources [|\ loec:;/'::::;al . o OC;T' ination
engage in ¢OUI'8¢$ of Altion : > RFIOFI 1ze
emergency 5 0 esources
planningand |__ 0_12 l.\_r's -p! 1272 hrs bl/ .
training S o oo 72+hrs | = |dentify Key
72-hour stabilizition Resou rFe
(Establish resp operations alid set conditions for a Allocation
transition to recfjvery) Tar gets
u
Federal Government Deploy
State & Local Government Resources...




Fuels Set Aside Program (FSAP)

California statutes and Governor’s Emergency Declaration authorizes

the Energy Commission to hold “control and coordination” of

petroleum stocks in California

* Formal Fuel Set-Aside Program (FSAP) for Emergency responders
- life and property

* Role of the Energy Commission: mediate communication between

entities with fuel needs and entities with fuel stock
o Coordinates with key partners to ensure critical fuel supplies get to where
they are needed most

* Liquid transportation fuels, not electricity or natural gas
o Gasoline & diesel fuel, Civilian and military jet fuel

Critical Fuel Planning Considerations
Storage Capacity, Burn Rates, Alternate Paths to Resupply,
Established Emergency Communications, Key Partners
Identify specific needs for short term & sustained operations!

.Iifornia Energy Commission 25



Proactive Readiness Goals:
Transportation Fuels Working Group

Fuels Working Group — Improve preparedness for response to a

catastrophic event in California

Core Members: State and Federal agencies with authority/oversite and invitations
for Private Sector, State Agency, & Local government participation

Purpose: Identify specific goals and work solutions

Areas of Focus:
* |dentify key interdependencies PLAN

7

* Quantify fuel demand & geographic scope for
emergency needs

* Alternative fuel sources for Emergency Response
activities

* Strategies for maximizing fuel delivery from outside V

California — — —
= Alternate routes of resupply and time factors PRACTICE

* Fuel supply inside impacted zones
= Trapped first responders & critical resources

-Energy Commission 26
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Proactive Readiness Goals:

Petroleum Waivers

* Likely scenario = insufficient transportation fuel supplies to meet

normal demand following a catastrophic earthquake
o Steps will need to be undertaken to increase fuel supply & decrease
demand

e Waivers provide an ability to maximize alternative sources of

transportation fuel supplies and minimize delivery timelines
o Contingent on rapid approval of various fuel specification, logistics, and
emission limit waivers from federal, state, and local entities
= Fuel Quality waivers
= Logistics waivers (Jones Act — use of foreign marine vessels)
= Emission limit waivers (emergency generator continuous use)
= Decreased fuel demand activities (odd-even rationing)

Critical Fuel Planning Considerations
Emergency Contacts, Response/Recovery Coordination, & Minimal
Operational Needs
Identify needs for Emergency Operational Cycle & Recovery Plan!

.ifornia Energy Commission 27



Thank You

California Energy Commission
Emergency Coordinator Contact

Justin Cochran, PhD
California Energy Commission
(916) 657-4353
Justin.Cochran@energy.ca.gov

1516 Ninth Street, MS-39
Sacramento, CA 95814-5512
Phone: 916-654-4996

-ergy Commission 28
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Ryan Hanretty

Executive Director
California Fuels and Convenience Alliance



California's Refiners

i&_i - | Oil Refineries, Terminals, e 12 refineries produce
- . & Offshore Platforms .

F =) il o COlfOTIS, 2016 transportation fuels that meet
D AR o oo California standards

- y. | ¢ Ofwrarm O Maform . .
; fi T T - 42.4 million gallons per day gasoline
P - 10.1 million gallons per day diesel fuel

- 10.6 million gallons per day jet fuel

e 8 smaller refineries produce
asphalt and other petroleum

products
i . | Important source of
) b £ 5T S transportation fuel to neighboring
= . L

N T e w1 L -y states

\ R [ ] X

wf‘__"‘f-;“{' —~ e - NV 85 percent, AZ 35 percent

I e 40T -

o v g s * Processed 1.612 million barrels

i 577U 7 of

per day of crude oil during 2016
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Waestern States Isolated

Figure1. West Coast petroleum product supply map

Seattle e Num Corporation Site Name Capacity (bblid)
Ports of Seattle/Tacoma =2 l——Spokane 1 Chevon ElSegundo 20,000
. 2 Tesoro Carson 251,000
. FromPADD 4 3 BExxonMobdl Tarrance 149,500
n 4 Philips 66 Wimington 139,000
(Barge)\ « d § Tesoro Wimington 104,500
6 Aon Paramount Ide
Vancouver (WA) ] 7 Vakero Wimington 78,000
Portiand rEl . 8 LundayThagard  Scuth Gate 8500
P 9 Vakero Wimngton (asphaR) 6,300
'y 10 Kem Oil Bakersfidd 26,000
11 San Joaquin Refnng Bakersfidd 15,000
Product Supply — PADD 5 Eugene 2 % obEsr S e a8
From PADD 4 13 Aon akersfiedd No
(West Coast) 14 Chevion Richmond 245271
@ =Bulk Terminal 15 Tesoro Martinez 166,000
y 16 Shell Martinez 156,400
®© = Refining center 17 Vakero Benicia 132,000
- 18 Philips 66 Rodeo 120,200
O = Refinery ) 19 8P Feendale 225,000
W 20 Shell Anacortes 145,000
— !
Product Plpe"ne 21 Tesoro Anacortes 120,000
— . . 22 Philips 6 Ferndale 101,000
Product Flows Sacramento ” 23 US Oil& Refining Yaccria 40700
= Urban Areas 24 ForelandRefinng  Ely 2,000

(0]
San Francisco Las From PADD 4
veﬁs,‘/

Ports of San Francisco/Oakland
14,15, 16,17, 18

Bakersfield
10, 11, 13

(Barge) Phoenix

)
Los Angeles . From PADD 3
Ports of Long Beach/Los Angeles |

1,2,3,4,56,7,8,9 San Diego
Source: U,S. Energy Information Administration,



FUEL & CONVENIENCE SUPPLY CHAIN

c IPA & ws PA CFCA - smaltfamily- & minority-owned businesses

INDEPENDENTLY
OWNED GAS STATIONS

33



Fuel Marketers and Convenience Stores

Industry Numbers

Over 100 Fuel Marketers in California
About 12,000 Gas Stations/Convenience Stores
And this doesn’t include cardlocks (unmanned fueling stations)

Industry Role

Our industry is full of logistics experts for moving liquid fuel to where it is
needed most.

Fuel Marketers will enter into MOUs with municipalities and other businesses
to provide fuel in an emergency scenario.

Decades of experience setting up safe fueling locations, as we do this with
every wildfire that is fought here in California.

Marketers own trucks, contract with trucking companies, and have
relationships with convenience store owners, refineries, and other folks (Ag,
fleets, etc.) that have tanks of fuel.

Convenience stores have tanks, bulk facilities that we own store fuel, and these
locations will be where a short supply will be found in the immediate wake of
disaster.



Know Your Fueling Needs

* Know your fuel needs and prepare before you
need fuel.

* After an emergency, a run on fuel is a very likely
scenario.

— CFCA and government agencies will coordinate to
move fuel where it is needed.

CFCA should be a resource to connect with our industry
in your area. We are happy to help and emergency
planning has become a large focus for our industry these
past few years.
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How to Ask a Question

Type and send ==

File Wiew Help &~ =02 %
= Audio 3
@ Telephone
O Mic & Speakers
Dial: +1
Access Code: TN
Audio PIN: I8

If you're already on the call, press #0003 now.
(and additicnal numbers ...}
Problem dialing in?

= Questions 3}

[Enter a question for staff]
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Thank You

WaterlSAC Contact Information:
1-866-H20-1SAC
Michael Arceneaux Paul Laporte

Managing Director Member Relations Manager
arceneaux@waterisac.orqg laporte@waterisac.orqg

Chuck Egli Jennifer Walker
Lead Analyst Cybersecurity Risk Analyst
egli@waterisac.org walker@waterisac.org

Mikko McFeely
Resilience Program Manager
mcfeely@waterisac.org
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