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e Cyberspace Solarium Commission created by law (NDAA 2019) to recommend a strategic
approach to protect the United States against a cyber incident of significant consequence

* 14 Commissioners — 4 serving legislators; 4 executive branch leaders; and 6 appointed
members (business, academia, think tank, former government....)

* Focused on a new “strategic approach” and the policy/legislative remedies to
implement that approach

* Final report issued on 11 March 2020

*  www.solarium.gov

e Strategy and 80 + recommendations (more than 50% have legislative component)



http://www.solarium.gov/

Deterrence is not Working Across all of Cyberspace

Sectors

Escalating Nation-State and Criminal Cyber Attacks on Public and Private

Masstve Intellectual Property Theft from U.S. 2008 — 2016

Denial of Service Attacks on U.S. Financial Infrastructure, 2012 - 2013
Disruption and Theft against Sony Pictures, 2014

Theft of U.S. Office of Personnel Management Security Records, 2015
Interference in U.S. National Elections, 2016

Wannacry Global Ransomware, April 2017

NotPetya, Massive Disruption and Destruction, June 2017

Attempted interference in U.S. National Elections, 2018

Growing trend of unchecked ransomware attacks, 2019

“Significant” Threats involve Theft, Disruption, Destruction and Subversion




Cyberspace Solarium Commission

An Opportunity to Reconsider and Recast

The John S. McCain National Defense Authorization Act of FY 2019

Mission: “Develop a strategic approach to defending the United States in
cyberspace against cyber-attacks of significant consequences.”

Study a number of strategic options:

® Active disruption of adversary attacks (Task Force 1)
® Deterrence (Task Force 2)

® Norms-based regimes (Task Force 3)
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A New Strategic Approach to Cybersecurity *; o
for the Nation >k

Layered Cyber Deterrence The Implementation:

Pillar 1 - Reform the U.S. Government’s Structure and

Organization for Cyberspace;
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Emergent Conclusions *;*
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* Deterrence is not working to stop our adversaries’ actions in the grey zone,
short of armed conflict.

e Deterrence can work.
o But it will differ from cold war model.
* Public-Private partnership is crucial in cybersecurity.

o Where the vast majority of cyberspace and our critical infrastructure is owned and
operated by the private sector.

* Defense and resilience is a meaningful differentiator in cyberspace.

o And for years, we have been delinquent in investing in meaningful defense and resilience.
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Key Recommendations for the Water Sector

. Resourcing and coditying the responsibilities of the sector-specific agencies that manage day-to-day

engagement with the private sector.

. Establishing a five-year national risk management cycle and critical infrastructure resilience strategy
tied to a National Cybersecurity Assistance Fund to provide consistent, institutionalized funding for

projects that mitigate national risk.

. Developing a continuity of the economy (COTE) plan to ensure the continuous operation of critical

functions of the economy in the event of a significant cyber disruption.

. Coditying a new social contract between government and systemically important critical infrastructure
(SICI) to recognize the unique resources, roles, and responsibilities that are necessary to protect critical

systems and assets.

. Providing more transparent and understandable information on the security of I'T and OT goods and
services through the creation of a non-governmental National Cybersecurity Certification and Labeling
Authority. 8




