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HERE IS HOW WE DID IT IN 2021

Maintained information-sharing relationships with federal and state
partners:

- Cybersecurity and Infrastructure Security Agency (CISA)

- DHS Intelligence & Analysis (DHS I&A)

- Environmental Protection Agency (EPA)

- Federal Bureau of Investigation (FBI)

- Law enforcement/intelligence fusion centers
- State homeland security and emergency management agencies

Advised federal agencies on key threat alerts.

Provided members with over 1,000 advisories that warned of utility
threats and vulnerabilities. Mitigation best practices by security
analysts were added to advisories to help utilities reduce their risks.

Collected dozens of member-shared incident reports identifying
dozens of water and wastewater cyber attacks and physical incidents.
The reports are anonymized and shared in our Quarterly Water Sector
Incident Summaries to make utilities aware of the threat environment.

Conducted ongoing Supply Chain Disruptions Surveys, which have
identified challenges for utilities in obtaining treatment chemicals,
parts, electronics, constructions materials and more. Survey results are
shared back with members and federal partners for mutual awareness
and planning.

Coordinated on security challenges with dependent and
interdependent critical infrastructure sectors through involvement in
the National Council of ISACs and partnerships with other ISACs.

WaterlSAC is an ALL hazards center for the water and wastewater sector,
working to keep your infrastructure and consumers secure.

JOIN US TODAY!

www.waterisac.org
membership@waterisac.org



