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2021  
YEAR-IN-REVIEW

WaterISAC is the gateway to cyber 
and physical threat information  
and best practices for the water 

and wastewater sector.Nearly 500  
member  
utilities and 
other sector 
stakeholders.

Racked up 162,849 digital views  
on our social media platforms. 
Make sure to follow us  
@waterisac!

15 speaking engagements 
virtually and in-person across 
the nation at industry events.

MEMBERSHIP

WaterISAC member  
utilities serve 221  
MILLION Americans 
and consumers in  
CAN, AUS, and NZ.

Over 3,200  
active users.

 

EDUCATION

OUTREACH
98 twice-weekly Security 
& Resilience Updates 
containing the latest 
information on threats, 
vulnerabilities and best 
practices for the sector.

Shared water sector 
cybersecurity articles 
with more than 200,000 
individuals.

Distribution of our signature  
15 Cybersecurity Fundamentals 
for Water & Wastewater Utilities 
to at least 5,000 water and security 
professionals.

More than 11,000 items  
in our online Resource  
Center library.

Monthly cyber threat 
briefings and other 
webinars with close to 
2,000 participants.



WaterISAC is an ALL hazards center for the water and wastewater sector, 
working to keep your infrastructure and consumers secure. 

Maintained information-sharing relationships with federal and state 
partners:

• Cybersecurity and Infrastructure Security Agency (CISA)  
• DHS Intelligence & Analysis (DHS I&A)
• Environmental Protection Agency (EPA)
• Federal Bureau of Investigation (FBI)
• Law enforcement/intelligence fusion centers 
• State homeland security and emergency management agencies

Advised federal agencies on key threat alerts.

Provided members with over 1,000 advisories that warned of utility 
threats and vulnerabilities. Mitigation best practices by security 
analysts were added to advisories to help utilities reduce their risks.

Collected dozens of member-shared incident reports identifying 
dozens of water and wastewater cyber attacks and physical incidents. 
The reports are anonymized and shared in our Quarterly Water Sector 
Incident Summaries to make utilities aware of the threat environment.

Conducted ongoing Supply Chain Disruptions Surveys, which have 
identified challenges for utilities in obtaining treatment chemicals, 
parts, electronics, constructions materials and more. Survey results are 
shared back with members and federal partners for mutual awareness 
and planning.

Coordinated on security challenges with dependent and 
interdependent critical infrastructure sectors through involvement in 
the National Council of ISACs and partnerships with other ISACs.

HERE IS HOW WE DID IT IN 2021
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